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Research on DCT-based Video Encryption under H. 264

CAO Yi, ZHANG Rong, LIU Zheng-kai
(Department of Electronic Engineering and Information Science, University of Science & Technology of China, Hefei 230027)

Abstract With the development of information science and the computer technology, the application of video in commerce
on the Internet, such as video on demand or video on line has become more and more common. At the same time, the
demand for security becomes more and more urgent. According to the characteristics of the latest video compression
standard H. 264, this paper proposes several DCT-based encryption algorithms, conducts simulation on two standard video
sequences, and analyzes and compares the quality of those proposed algorithms. The experimental results show that the
proposed algorithms have no impact on the compression efficiency and have gained good encryption results with low
complexity. The simulation results are all tested on JM(joint model, version 7.3) reference software, which is especially
programmed for testing the coding standard of H. 264.

Keywords H.264, encryption, JM(joint model) , transform

Vol. 10, No.8
Aug. , 2005

1 3]

i

AR, BF R BEA R L', NS & B
IR, NECF B S0 R R, A S B B 2
ARG, LR, ERAKKER  HTFRI—ES
B THEK ST, EHTEHT P R, AR
SEE B R B R BE A, BT T I — A B9 [ R - A
TR RF B SR E B A P A4 T LI Z 18
ERENBT UMM S %2R, d 2R
BEMERE, b FRAGFESHEERE X, MM

ESMA :ERARA¥ELE W H (60333020)

157 B} :2004-08-30 ; &[] B 7 :2004-12-20

F—EEM HR(1983 ~
B EREEHEUREZEEME, E-mail;yicao@ mail. ustc. edu. cn

KA AR, HE B R ES NI HETEEN
XH RFEE SRR ME TR, —FE
BEEMEBEENRESHRERKE, 5 —EER
E TR B 5 we ) 450 8 0 FE 48 3 R A 4G o
G0 25 4K i 4% £ R (40 DES (data encryption
standard ), VEA ( vide encryption algorithm ), IDEA
(international data encryption algorithm) %5 ) i % B |
X T B PR L — R B A SO (IR R
FHE)EFSAMRKNGEEE R RSB EKH
TEE L BT LRGSR, EREUEHR
Kima R G, XL RGBS A RN, R

), Fo 2001 EEHFAPEBEFARAAERFIREFERERLEEL ¥4, REEHRR TR IERL



1048 FERE R ERER

F10%

42 g DES B pk" hn g , % 75 FE 48 e B0 2 )5
7o T DES BH:E e, LW RE KK E R
BHEE , N RE W 5 45 1k ST BN 4% B0 8 B B9 B SR
HTREBHER, RAEEEME, R i
% ,P WA B WU R, {2 P WA B Wih& A
P B B A B, B R AEAE R 2B, Tang'™ 10
HREG S BAAGA, 6 B E % B R
A 5 1 64 A RBBEHLE AL, B R hn T 4%
B SR, B R B ALBEIR T DCT BRI 4314
P, T B4R, VEAU @ THEYMBMKE
WARBE AC(RR) #1 DC(HER) BB S, 1
R, E A LR, B8 F U X &, Rk
RURE MRS, RS AR BT 8 B IR A
Shi'® F R B R B AE Wi R SR B9 DC R BB
FIE B R B S0, FIRERR (Bt R BB 4R AL 7R AT
RMREM, Zeng AR ZFERUZAHFTERL
7% , 76 P B B 1 2% 9 ¥ 4T #55 (transcoding ) | [E
FOHMEB AR BAL) M ERD (recoding) X F %
8., B TR P WA B P B9 WA K 3k (intra
MB),H3E 31 KB F S MBE, Kankanhalli' {2
SCRR[7 ] 9 B FL B AR B 128 K 4B 69 Huffman
R.BOTH, BREREESE, BT SHEEY
TG ERFRIFHNELRS.

B AT BT 0 FE 45 R AR v R HL 264, X —
R AR AR ) KRR R T A R AR R R R Y R
ERARELIBE K ESR W, UEFEHMEHNZEH
PEREF . B, 34 F H. 264 )0 % LR B8 2 0% X —
M, ENELRR, FERBEAMBEE, BB
BR, BB, BT EIEREREN &
FR W B 0 5 s R B0 HE SR 3B A o D B3 6 RE 2R o
XA H.264 S MBEERBNOFERS BHERE
BMASKEHRTHRERMNTE. AT, T
ERRE B — LT 1E Bk, U B ERH
ERREELR, BHEHEEES - BROBRTER
(MBFTER LM E) Mt — BN EER,
BRER, HERSERARMN EHIFED, BH
AR T B A R T BB AR A R B R R &5
Mo RHTRINEE ARERAXHRER—
E O B B, AR B SR 0 5% B0 VAR D 3B %R . B
M, % H.264 (9N HAR R EBTEE YN ELH
T A8 0 0 FF 44 R T Bk B Bk .

151 H.264 fK5 &, 48 I —Fh T DCT ZHW
KR, BHEEUT 3 AHE: (1)% DCT REA

SHBA; (2) % 4 x4 REOREHLYEM ; (3) RIKA R
B, RBRARRN TR RNIERYE,

2 mMEHFR

mEHRME LR, EMELIRRERLZ
BRAEHZH, ERNTFREFMUMEEL B2
BE BNEHOAHESERERRENE R,
B, MR RIAAGH I 7 B AL Z ATX DCT R
ME (N RBFSHEE) MAFT O HRKR
PEUBERENEARSE: RTELITELL
BLRERBEEROMANEEXLERBHNES
MELSMAMT . HK, BAZEHNE, BT AH
IR DCT R¥ B B G iHHE 1M zigeag L (UE TR
EHBmD, ER S R ERBREm) 8%
BORBERRKMRBZEAEREL(ARSERZ
6], FBT e 2 B EAL) o B DCT AR # B8 IE,
EMERMELRRARREAN. AW, BLZ
JG (4 5| RFE zigrag HEF Z )5 ) B AL LATE R
MRS R B2 B AT, B R4 40 10 2 AR 4B R A BE
RPATH, PR REBIR DCT R B ST T A
S EREMBRAR LW, HILRRBIER T
MIMERR. HAEHAEL S DES ME S L%
o

ikl '
i
bt

() WES MR

| |—>|mm|—p| P }—%MHmmﬁu

0 R ARG 6
(DCTREME |

(b) BB E

1 %t H.264 MR
Fig.1 Encryption scheme for H. 264
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(1) B—1 8 x8 MR —/ 4 (sign 8)

(2)B—4 4 x4 RN FA—NEH (sign 4)

G)B—TETRYE —NEH (sign all)

(4)4 x4 B BEPLIEE (block shuffle)

(S)FE4x4 REEAN REGHTHEGEAL
( coef shuffle 4)

(6)7E 8 x 8 Bt AT REGH AT H LB B AL
( coef shuffle 8)

(7)#£ 16 x 16 TG B M X R BHA TR EH E
L (coef shuffle 16)

%1 B PHUTFI NLL_Sony_B. yuv WIRHFE 0
fEME L B9 RS A7 B A), 3% 2 S %3 55 F B NLL
dance. yuv i3 BT 75 B 15 18 Lo (B 3R FNIE 1T 1R o
%1 7 F% NL1_Sony_B.yuv fyEIX 4R
Tab.1 Testing results of the sequence NL1_Sony_B. yuv

NL!_Sony_B. yuv

&R L (dB) B # (kb/s) B ()
original 37.36 851.04 22.472
sign 8 37.36 851.04 22.522
sign 4 37.36 851.04 22.993
sign all 37.36 851.04 22.453
block shuffle 37.23 834.88 22.682
coef shuffle 4 37.22 864.24 22.572
coef shuffle 8 37.52 865. 84 22.543
coef shuffle 16 37.49 865.92 23.053

%2 355 NL1_dance. yuv R E& R
Tab.2 Testing results of the sequence NL1_dance. yuv

NL1_dance. yuv

{51t (dB) B3 (kb/s) Bt A (s)
original 34.69 846.24 19.989
sign 8 34.69 846.24 20.068
sign 4 34.69 846.24 20.029
sign all 34.69 846.24 20.029
block shuffle 34.68 819.36 20.128
coef shuffle 4 34.68 859.92 20.139
coef shuffle 8 34.61 856. 80 20.129
coef shuffle 16 34.65 860.56 20. 149
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Fig.2 Encryption results of the mentioned encryption schemes
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